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FTESË PËR TENDER
Për Arkëtimin e Kredive Joperformuese
Banka Raiffeisen po kërkon kompani të kualifikuara për të realizuar shërbime për arkëtimin e kredive joperformuese, me qëllim përmirësimin e treguesve të performancës dhe rritjen e shkallës së kolektimit të kredive me vonesë.
Kerkesa per kompanite qe aplikojn ne kete tender
Kompanitë e interesuara duhet të plotësojnë këto kritere: 
· Te kene eksperience te verifikueshme ne arketimin e kredive joperformuese
· Te kene personel te kualifikuar dhe me eksperience ne fushen e kolektimit te kredive dhe menaxhimin e borxheve.
· Te kene aftesi per te zhvilluar strategji te personalizuar per secalin lloj te kredise.
· Te kete sisteme dhe teknologji te avancuar per monitorimin dhe raportimin e te dhenave per kredite joperformuese (softueret, bazen e te dhenave etj.)
Sherbimet e kerkuara:
· Menaxhimi dhe arketimi I kredive joperformuese.
· Ofrimi I raporteve te rregullta mbi progresin e arketimit dhe sfidat qe mund te hasen gjate procesit.
· Komunikimi dhe bashkepunimi me debitoret per te arritur marrveshje te pranueshme per te dyja palet.
Dokumentacioni I kërkuar:
· Leter interesi qe permban emrin dhe adresen, shprehjen e interest dhe pajtimin me kushtet e procesit.Letra duhet te jete e nenshkruar dhe e vulosur nga personi I autoriziuar I kompanise.
· Certifikata e regjistrimit te biznesit .
· Strukture e qarte organizative per sa I perket punonjesve dhe menaxhmentit sipas pozicioneve te tyre te punes.
· Pershkrimi I qarte I sistemeve te kompanise (softueret, bazen e te dhenave etj.) ne lidhje me verqorite.
· Pershkrimi I qarte I llojit te aktiviteteve qe I ofrojn per qellim te ofrimit te sherbimit (arketimin e kredive joperformuese).
· Deshmi gjyqesore per kompanine dhe pronarin/administratorin qe nuk eshte nen hetime apo process tjeter gjyqesor.
· Historia zyrtare kreditore e kompanise dhe pronarit/administratorit nga BQK (sipas dates se aplikimit)
· Vertetim zyrtare nga Administrata Tatimore qe verteton se kompania nuk ka detyrime (jo me e vjeter se 3 muaj)
· Letra reference nga banka apo institucionet tjera ose bashkepuntore qe jane te angazhuar , duke perfshire edhe renditjen ne baze te performances ne institucionet perkatese ne Republiken Kosoves apo jashte Republikes se Kosoves. 
· Pasqyrat financiare te ofertuesve të mundshem të sherbimeve.
[bookmark: _Toc30151051]  Konfidencialiteti:

· Raiffeisen Bank Kosova dhe Pjesëmarrësi i Tenderit përpunojnë të dhënat personale të personave fizik në përputhje me Ligjin Nr. 06/L-082 për Mbrojtjen e të Dhënave Personale dhe me Rregulloren e Përgjithshme Nr. 2016/679 për Mbrojtjen e të Dhënave (GDPR).
· Pjesëmarrësi i Tenderit i jep pëlqimin e saj eksplicit RBKO-së se të dhënat personale të ofruara ose çfarëdo të dhënash që mund të jenë të disponueshme më vonë, mund të përpunohen ose ruhen me qëllim të vlerësimit të ofertës dhe për qëllime të tjera legjitime brenda suazave të ligjit të zbatueshëm për mbrojtjen e të dhënave.
· Për më tepër, Pjesëmarrësi i Tenderit i garanton RBKO-s se ka marrë të gjitha pëlqimet e nevojshme të punonjësve të tij/saj, të anëtarëve të bordeve drejtuese, bordit mbikëqyrës, pronarëve dhe pronarëve përfitues për t’ia zbuluar të dhënat e tyre personale ose të gjitha të dhënat e tjera RBKO-s, me qëllim të përpunimit dhe çdo qëllimi tjetër legjitim ne suaza të ligjit të zbatueshëm për mbrojtjen e të dhënave.
· Pjesëmarrësi i Tenderit pajtohet dhe autorizon Bankën që të dhënat personale të ofruara dhe çdo e dhënë tjetër që mund të jetë në dispozicion më vonë, mund të përdoren dhe të shkëmbehen ndërmjet anëtarëve të Raiffeisen Bank Kosova dhe partnerëve të saj brenda dhe jashtë vendit, Bankës Qendrore të Kosovës dhe subjekteve dhe institucioneve të autorizuara sipas ligjin të zbatueshëm për mbledhjen dhe pranimin e të dhënave të tilla.
· Pjesëmarrësi i Tenderit që përpunon të dhënat personale duhet të plotësojë Marrëveshjen e bashkangjitur për Përpunimin e Porosisë në përputhje me Nenin 28 të GDPR, si dhe pyetësorin “Masat e Sigurisë”, përveç nëse i është dhënë Bankës një certifikatë në përputhje me kërkesat e Nenit 28(1) dhe Nenit 42 të GDPR. Përveç pyetësorit “Masat e Sigurisë”, Pjesëmarrësi i Tenderit do t'i demonstrojë me shkrim Bankës se përpunimi i të dhënave bëhet në përputhje me kërkesat e GDPR dhe Ligjit Nr. 06/L-082 për Mbrojtjen e të Dhënave Personale dhe se mbrojtja e të drejtave të subjekteve të të dhënave është e garantuar, mundësisht në formën e një certifikimi ose auditimi të jashtëm.
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Per informata shtese, mund ten a kontaktoni ne:
Tel: 048199550
E-mail: info.creditcollection@raiffeisen-kosovo.com
                                                                                        
Classification: GENERAL

Classification: GENERAL

Classification: GENERAL

image1.emf
Masat e Sigurise  (pytësori) - Shërbime Përkthimi (T002-0223).xlsx


Masat e Sigurise (pytësori) - Shërbime Përkthimi (T002-0223).xlsx
Title















								Contact

								Date

								Company

								Contract title

								Address

								Contact

								Contact
Data protection officer
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For internal use to a limited group only

















Certifications



				Suiteable certifications or other proofs for GDPR compliance in regards to Article 32 "Security of processing"

				Accepted Certifications		Depending on the type of service (SaaS, IaaS, PaaS, Software Vendor, .....) the following Certifications can be used as proofs of compliance.
The scope of the certifications must cover all processing activities of the Processor and its subcontractors where data of the customer (RBI) is processed.
• ISO/IEC 27001 (Information security management) including SoA
• Additional ISO/IEC 22301 (Business continuity management)
• Approved certifications from relevant data protection authorities
• Audit reports according to ISAE 3402/SSAE 16/SOC2/IDW PS951
• Software certification IDW PS 880

				Other proofs		If official certifications are not available, as temporary proofs the following documents are accepted if measures are according to industry standards and best practice:
• Internal security policies and process description(Information security risk management, Incident Management, Security Change management, data classification, secure development policy, Logging policy, Enduser policy, BCM and Disaster recovery), Secure testing policy (Penetration tests, SAST, DAST, ...)
• Technical Information security concepts (Authentication and Authorization, Security and network architecture, Malicious Code Protection, Vulnerability management, Physical security, Application security, Cryptographic measures (e.g. encryption), Pseudonymization and Anonymization measures
• Security testing results (anonymized without findings): Vulnerability scanning, Security code scanning, Threat model results, Penetration tests, ...
For all mentioned policies and procedures proofs shall be made available upon requested.







Requirements



						Nr		Measure				Status		Please describe		Proofs (examples)

						General requirements to be compliant with GDPR

								Compliance with legal obligations

						1		The vendor ensures compliance of the processing of personal data with the requirements of the EU General Data Protection Regulation (GDPR)				? Not checked

						2		The vendor agrees to enter into a data processing agreement in accordance with Art 28 GDPR (as provided by RBI).				? Not checked



								The vendor ensures compliance with the principles  of personal data processing according Art 5 GDPR: 

						3				… lawfulness, fairness and transparency		? Not checked

						4				… purpose limitation		? Not checked

						5				… data minimisation		? Not checked

						6				… accuracy 		? Not checked

						7				… storage limitation		? Not checked

						8				… integrity and confidentiality		? Not checked

						9				… accountability 		? Not checked

						10		The vendor confirms that technical and organisational data protection measures are in place to ensure that the data processing complies with the requirements of the GDPR (Art 24 GDPR).				? Not checked

						11		The vendor confirms that the applications and the data processing complies with the requirements of data protection by design and default (Art 25 GDPR).				? Not checked

								Contacts

						12				The Processor specifies and maintains identity and contact details (e.g. name, address, email address, telephone number and place of establishment), relevant contacts for data protection and information security		? Not checked				-Contact details of data protection officer and Information security officer

								Processing of PII (Personal Identifiable Information)

						13				The Processor confirms to maintain a record of all categories of processing activities carried out on behalf of the controller and makes it available to the supervisory authority upon request.		? Not checked				-Records of processing activities

						14				The Processor lists all locations (country) of all data processing facilities where Controllers data may be processed, and in particular, where and how data may be stored, mirrored, backed up, and recovered (this may include both digital and non-digital means). 		? Not checked				-List with all locations and processing facilities

								Sub-processors

						15				The Processor lists all sub-processors that participate in the data processing, along with the chain of accountabilities and responsibilities used to ensure that data protection requirements are fulfilled.		? Not checked				-List of sub-processors

								Right to Audit

						16				The Processor provides the Controller all information necessary to demonstrate compliance with relevant data protection obligations; and allows for and contributes to audits, including inspections, conducted by the Controller, relevant authorities or another auditor mandated by the Controller. 		? Not checked

								Cooperation/Support

								The vendor supports the controller in complying with requests by data subjects exercising their rights under the GDPR.

						17				… Right of access (Art 15 GDPR) 		? Not checked

						18				… Right to rectification (Art 16 GDPR)		? Not checked

						19				… Right to deletion (Art 17 GDPR) 		? Not checked

						20				… Right to restriction (Art 18 GDPR)		? Not checked

						21				… Right to data portability (Art 20 GDPR)		? Not checked

						22				… Right to objection (Art 21 GDPR) 		? Not checked

						23				… Rights concerning automated decisions (Art 22 GDPR)		? Not checked

						24		The vendor has technical and organisational measures in place to prevent data breaches, and to detect any data breaches immediately and inform the vendor thereof immediately. The vendor supports the controller in complying with its notification obligations under Art 33, 34 GDPR.				? Not checked

						25		The vendor has technical and organisational measures in place to support the controller in performing a data protection impact assessment according to Art 35, 36 GDPR and supports the controller in any appropriate mitigating measures identified in the data protection impact assessment. 				? Not checked

						26		The Processor makes available to the Controller and the competent supervisory authorities the information necessary to demonstrate compliance with relevant laws and regulations.				? Not checked

								System documentation

						27				The processor provides a description of the application, its function, and of the data processing (including: the categories of data subjects and data concerned, types of sensitive data, if any, the persons having access to the data and the results of the processing etc). 		? Not checked



										Technical and organisational security measures

								Fundamental - Technical and organisational information security measures

						28				The Processor confirms that technical and organisational measures are in place to protect personal data against accidental or unlawful loss, destruction, alteration, unauthorized use, unauthorised modification, disclosure or access; and against all other unlawful forms of processing;  		? Not checked				-Examples of implemented measures
-Process descriptions



								The Processor describes the concrete technical and organizational measures in place to ensure

						29		Confidentiality
		Only authorised entities have access to data ('need to know'). This includes inter alia, pseudonymisation, encryption 'in transit' and 'at rest', (strong) authentication and authorization, confidentiality agreements/clauses/policies to any of the Processor employees and subcontractors.		? Not checked				-Examples of implemented measures

						30		Integrity		to detect alterations/modification to data by cryptographic mechanisms such as message authentication codes or signatures, error-correction, hashing or organisational measures like plausibility and cross checks; 		? Not checked				-Examples of implemented measures

						31		Availability		Data is available on demand by redundant processing facilities, backups and restore mechanism 		? Not checked				-Examples of implemented measures

						32		Resilience		to be able to withstand major disruptions and recover within acceptable time		? Not checked				-Examples of implemented measures

						33		Data protection by design and default		Technical and organisational measures are in place that by design and by default protect personal data.
-Pseudonymization
-Cryptographic measures (confidentiality, integrity)
-Data minimization,
-processed only for specific purposes		? Not checked				-Examples of implemented measures

						34		Periodic review & Improvement		a process is in place for regularly testing, assessing, evaluating and improving the effectiveness of technical and organisational measures.		? Not checked

								Organization of Information security

						35		The Processor confirms a management framework is in place to establish, implement, operate, monitor, review, maintain and continually improve information security, this includes (but not limited to)				? Not checked				-ISO 27001 certification
-Process descriptions

						36				Established security policies in accordance with business requirements and relevant laws and regulations.		? Not checked

						37				Clearly defined roles and responsibilities are assigned and communicated		? Not checked

						38				Information security risk management processes to identify, analyze, evaluate and treat risks related to information security		? Not checked

						39				Define and regular update control objectives and controls to address information security risks and findings		? Not checked

						40				Information security awareness measures are in place to ensure that employees and external party users are aware of and fulfil their information security responsibilities		? Not checked				-Awareness material examples
-E-learning coverage


						41				Measure the effectiveness of controls to verify that security requirements have been met		? Not checked

						42				Review risk assessments at planned intervals and review the residual risks and the identified acceptable levels of risks		? Not checked

								Human resource security

						43		To ensure that employees, contractors and third party users understand their responsibilities, and are suitable for the roles they are considered for, and to reduce the risk of theft, fraud or misuse of facilities the Processor has controls (but not limited to) such as:				? Not checked				-HR policy

						44				Background verification checks are done for all employees		? Not checked

						45				Signing contractual agreements (NDA) by all employees		? Not checked

								Asset management

								To define appropriate measures and controls the Processor has processes in place to:

						46				Identify organizational assets like hardware, software, data media (inventory, ownership, responsibility)		? Not checked				-Asset inventory

						47				Classification of (information) assets		? Not checked				-Data classification policy

						48				Handling of assets (labelling, disposal, transfer)		? Not checked				-Disposal process
-Classification labelling

								Identity and access management (Access control)

						49		The Processor has measures in place to ensure that only authorized subjects (user, systems) have access to information assets to prevent unauthorized access				? Not checked				-Identity and access management policy

						50				Process and technical measures are in place for user registration, de-registration, user access provisioning, review, removal and adjustment of access right		? Not checked				-User registration process
-Review protocols


						51				Measures are in place for management (allocation and use) of privileged access rights (administrators, system users, ...).		? Not checked				-PAM policy

						52				Two factor authentication is in place for critical systems (administrative access)		? Not checked

						53				Policy and measures are in place to ensure proper handling of secret authentication information (e.g. passwords, cryptographic keys)		? Not checked				-Password policy


								Cryptographic controls

						54		The Processor ensures proper and effective use of cryptography to protect confidentiality and integrity of information.				? Not checked				-Encryption policy


						55				Cryptographic measures are in place to protect data in transit (e.g. transport layer security)		? Not checked				-Encryption policy
-Penetration test results

						56				Cryptographic measures are in place to protect data at rest (e.g. encryption, HMACs, digital signatures)		? Not checked

						57				Measures to protect (handling) cryptographic secrets (authentication tokens, passwords, private keys, shared keys) are in place		? Not checked				-Key handling policy

						58				All cryptographic protocols in use are based on common standards (RSA, AES, X509v3, ECC, ...) with appropriate key length. (Proprietary cryptographic protocols MUST NOT be used)		? Not checked

								Network security

						59		The Processor ensures that measures are in place to protect information in networks and supporting processing facilities				? Not checked

						60				Network is segmented/segregated into different zones based on security requirements of processed information (Data classification)		? Not checked				-High level Infrastructure diagram

						61				Traffic sent over public networks is encrypted (e.g TLS, IPSec-VPN, ...).		? Not checked				-Encryption policy
-Settings of VPN connections

						62				Breach or anomaly detection systems are in place (e.g. IDS, IPS) and actively monitored (alerting). SIEM (Security Information and event management) and SOC (Security operations center) is preferred.		? Not checked				-IPS Dashboard screenshot
-Architecture diagram
-SIEM Dashboard screenshot

						63				Management traffic is separated from production traffic		? Not checked				-High level network architecture diagram

								Secure Software Development and Application security

						64		The Processor guarantees that security is an integral part of the software development lifecycle.				? Not checked				-SSDLC Description

						65				Access to source code is strictly limited and controlled		? Not checked				-Authorization concept

						66				Threat modelling, security reviews and Penetration tests are performed		? Not checked				-Threat model example

						67				Code developed by third parties (e.g libraries, including open source) is scanned for vulnerabilities as well. 		? Not checked				-Scan interval, scope
-Used open source libraries

						68				Regular penetration tests and security reviews by an independent well established security company are performed.		? Not checked				-Penetration test results (anonymized)

						69				Web application security vulnerabilities are fixed in a timely manner (based on criticality)		? Not checked				-Penetration test (anonymized)

								Security operations

						70		The Processor guarantees appropriate controls in place for managing secure operations.				? Not checked

						71				Change procedures are documented and managed according to a documented change management process		? Not checked				-Change management process description

						72				A staging system is in place to validate changes before promotion to production		? Not checked				-Infrastructure diagram

						73				Maintenance activity is monitored and logged		? Not checked

						74				Protection against malware and malicious code is in place (Anti malware, ATP - Advanced threat protection)		? Not checked				-Anti malware policy
-ATP solution description

						75				Multiple measures are in place to prevent Data loss/Data leakage		? Not checked				-DLP concept

						76				Mobile systems (smartphone, notebooks) and mobile storage shall be encrypted.		? Not checked				-Mobile device usage policy

								Incident Management

						77		The Processor implements a process to timely response to and recover from security incidents, including forensic analysis in case of security/data breach.				? Not checked

						78				A policy for handling incidents is available and communicated to everyone involved in the incident process.		? Not checked				-Incident management process/policy description

						79				All employees are informed on how to react in case of an information security incident.		? Not checked				-Enduser policy

						80				Training on how to response to information security incidents is regularly performed (Incident response readiness)		? Not checked				-Incident response training protocol

								Logging

						81		The Processor implements logging and monitoring capabilities for analysis and evidences in case of incidents				? Not checked				-Logging policy

						82				Security relevant system logs are processed in a central log management platform (SIEM) and being protected from unauthorized modification		? Not checked

						83				Logs for user activities, exceptions and information security events shall be generated and regularly reviewed		? Not checked

						84				Administrator activities shall be logged, regularly reviewed and the logs protected from unauthorized modification		? Not checked

								Vulnerability management

						85		To ensure vulnerabilities are fixed in a timely manner the following measures are in place				? Not checked				-Vulnerability management policy

						86				Vulnerability scans are performed on a regular base		? Not checked				-Report example

						87				Vulnerabilities are patched in a timely manner based on the criticality of the findings		? Not checked				-Patch management report

						88				All relevant systems are in scope of the vulnerability management process (internal systems as well as external)		? Not checked				-System coverage of Vulnerability management

								Business continuity management

						89		The Processor ensures to have appropriate business continuity management measures in place				? Not checked				-Business continuity plans

						90				The criticality of all services is identified based on BIA		? Not checked

						91				Business continuity plans exists for all of your critical processes/departments		? Not checked

						92				Business continuity plans has been successfully tested within last twelve months		? Not checked				-Business continuity reports, schedules

								Physical security

						93		The Processor ensures to have measures in place to prevent unauthorized physical access and damage				? Not checked

						94				Secure areas are defined and applied		? Not checked				-Secure areas concept

						95				Physical entry controls are in place so that only authorized people are allowed to access		? Not checked

						96				Clear desk and clear screen policies for papers and removable media (DVD, USB-sticks, …)		? Not checked				-Clear desk policy

								Pseudonymization and Anonymization

						97		The Processor has measures in place to pseudonymize or anonymize personal data				? Not checked

						98				Production data is not used in non-productive environments or at least anonymized (not pseudonymized).		? Not checked				-Anonymization policy/guideline

						99				Anonymization measures are in place like Randomization or Generalization which makes it impossible to re-identify individuums		? Not checked				-Anonymization concept

						100				Pseudonymization measures are in place like tokenization (e.g. replacement of PII data with an identifier)		? Not checked







































Result



				Question		Result		Calculation						Results of each Chapter

				1		? Not checked		0.00						Compliance with legal obligations		0.00

				2		? Not checked		0.00						Contacts		0.00

				3		? Not checked		0.00						Processing of PII (Personal Identifiable Information)		0.00

				4		? Not checked		0.00						Sub-processors		0.00

				5		? Not checked		0.00						Right to Audit		0.00

				6		? Not checked		0.00						Cooperation/Support		0.00

				7		? Not checked		0.00						System documentation		0.00

				8		? Not checked		0.00						Fundamental - Technical and organisational information security measures		0.00

				9		? Not checked		0.00						Organization of Information security		0.00

				10		? Not checked		0.00						Human resource security		0.00

				11		? Not checked		0.00						Asset management		0.00

				Compliance with legal obligations				0.00						Identity and access management (Access control)		0.00

				12		? Not checked		0.00						Cryptographic controls		0.00

				Contacts				0.00						Network security		0.00

				13		? Not checked		0.00						Secure Software Development and Application security		0.00

				14		? Not checked		0.00						Security operations		0.00

				Processing of PII (Personal Identifiable Information)				0.00						Incident Management		0.00

				15		? Not checked		0.00						Logging		0.00

				Sub-processors				0.00						Vulnerability management		0.00

				16		? Not checked		0.00						Business continuity management		0.00

				Right to Audit				0.00						Physical security		0.00

				17		? Not checked		0.00						Pseudonymization and Anonymization		0.00

				18		? Not checked		0.00

				19		? Not checked		0.00

				20		? Not checked		0.00

				21		? Not checked		0.00

				22		? Not checked		0.00

				23		? Not checked		0.00

				24		? Not checked		0.00

				25		? Not checked		0.00

				26		? Not checked		0.00

				Cooperation/Support				0.00

				27		? Not checked		0.00

				System documentation				0.00

				28		? Not checked		0.00

				29		? Not checked		0.00

				30		? Not checked		0.00

				31		? Not checked		0.00

				32		? Not checked		0.00

				33		? Not checked		0.00

				34		? Not checked		0.00

				Fundamental - Technical and organisational information security measures				0.00

				35		? Not checked		0.00

				36		? Not checked		0.00

				37		? Not checked		0.00

				38		? Not checked		0.00

				39		? Not checked		0.00

				40		? Not checked		0.00

				41		? Not checked		0.00

				42		? Not checked		0.00

				Organization of Information security				0.00

				43		? Not checked		0.00

				44		? Not checked		0.00

				45		? Not checked		0.00

				Human resource security				0.00

				46		? Not checked		0.00

				47		? Not checked		0.00

				48		? Not checked		0.00

				Asset management				0.00

				49		? Not checked		0.00

				50		? Not checked		0.00

				51		? Not checked		0.00

				52		? Not checked		0.00						 

				53		? Not checked		0.00

				Identity and access management (Access control)				0.00

				54		? Not checked		0.00

				55		? Not checked		0.00

				56		? Not checked		0.00

				57		? Not checked		0.00

				58		? Not checked		0.00

				Cryptographic controls				0.00

				59		? Not checked		0.00

				60		? Not checked		0.00

				61		? Not checked		0.00

				62		? Not checked		0.00

				63		? Not checked		0.00

				Network security				0.00

				64		? Not checked		0.00

				65		? Not checked		0.00

				66		? Not checked		0.00

				67		? Not checked		0.00

				68		? Not checked		0.00

				69		? Not checked		0.00

				Secure Software Development and Application security				0.00

				70		? Not checked		0.00

				71		? Not checked		0.00

				72		? Not checked		0.00

				73		? Not checked		0.00

				74		? Not checked		0.00

				75		? Not checked		0.00

				76		? Not checked		0.00

				Security operations				0.00

				77		? Not checked		0.00

				78		? Not checked		0.00

				79		? Not checked		0.00

				80		? Not checked		0.00

				Incident Management				0.00

				81		? Not checked		0.00

				82		? Not checked		0.00

				83		? Not checked		0.00

				84		? Not checked		0.00

				Logging		0		0.00

				85		? Not checked		0.00

				86		? Not checked		0.00

				87		? Not checked		0.00

				88		? Not checked		0.00

				Vulnerability management		0		0.00

				89		? Not checked		0.00

				90		? Not checked		0.00

				91		? Not checked		0.00

				92		? Not checked		0.00

				Business continuity management		0		0.00

				93		? Not checked		0.00

				94		? Not checked		0.00

				95		? Not checked		0.00

				96		? Not checked		0.00

				Physical security		0		0.00

				97		? Not checked		0.00

				98		? Not checked		0.00

				99		? Not checked		0.00

				100		? Not checked		0.00

				Pseudonymization and Anonymization				0.00



Compliance with legal obligations	Contacts	Processing of PII (Personal Identifiable Information)	Sub-processors	Right to Audit	Cooperation/Support	System documentation	Fundamental - Technical and organisational information security measures	Organization of Information security	Human resource security	Asset management	Identity and access management (Access control)	Cryptographic controls	Network security	Secure Software Development and Application security	Security operations	Incident Management	Logging	Vulnerability management	Business continuity management	Physical security	Pseudonymization and Anonymization	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	







Metric





				? Not checked		Has not been checked

				Not applicable		Not applicable - please describe your decision

				1 - Nonexistent		The policy, procedure, control, … does not exist at all

				2 - Partially		The policy, procedure, control, … is partially implemented, not documented, …

				3 - Implemented		The policy, procedure, control, … is fully implemented, activly monitored and continually improved
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